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Public Transportation
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Subways

Aviation

- Ships, etc.
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Assess the
vulnerabilities of
physical assets such as
bridges, tunnels,
roadways, and
Inspection and traffic
operation facilities,
among others

Develop possible
countermeasures to
deter, detect, and
delay the impact of
threats to such assets

CONTRACTOR'S FINAL REPORT

A Guide to Highway Vulnerability Assessment

for Critical Asset ldentification and Protection

Prepared for
The American Association of State Highway and Transportation Officials’ Security Task Force

As National Cooperative Highway Research Program Project 20-07/Task 151B

Prepared by

Science Applications International Corporation (SAIC)
Transportation Policy and Analysis Center
7990 Science Applications Court
Vienna, VA 22182

May 2002
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e Estimate the capital and
operating costs of such
" ransportation Infrastructure Security countermeasures, and

Contractor’s Final Report

Requested by:

American Association of State Highway and Transportation Officials e I m p rove S e C u r I ty

(AASHTO)

Transportation Security Task Force 0 pe rati 0 n al p I an n i n g fo r

better protection against

Parsons Brinckerhoff (PB)

future acts of terrorism

Science Applications International Corporation (SAIC) I l l I I I
Transportation Policy and Analysis Center e e r e n C a S
7990 Science Applications Court
Vienna, VA 22182

October 2002

The informafion contained in this report was prepared as part of NCHRP Project 20-59, Task 5, National
Cooperative Highway Research Program, Transportation Research Board
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A typical schedule for conducting all three phases of the vulnerability assessment is

shown in Figure 3.

lask

Jum

Pre-Assessment
Identify Critical Assets

Assessment
Analyze Threats
Assess Vulnerabilities
Assess Conseguences
Post Assessment
Identify Countermeasures
Estimate Countermeasures Cost

Review Operational Security Planning

De¢c | Jan | Feb | Mar | apr | May
Pre -Assessinent | i i

Assessment

Figure 3 — Typical Vulnerability Assessment Schedule
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General Approach

e Step 1: Identify Critical Assets

e Step 2: Assess Vulnerabilities

e Step 3: Assess Consequences

e Step 4: Ildentify Countermeasures

e Step 5: Estimate Countermeasures
Cost

e Step 6: Implement and review
emergency plans
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Table 1 - Critical Transportation Assets

s Storm Water

Pump Stations

» Taoll Booths

» Traffic Operations
Ceanters

» ahicle Inspection
Stations

v Weigh Stations

INFRASTRUCTURE FACILITIES EQUIPMENT | PERSONNEL
v Arterial Rioads » Chemical Storage | » Hazardous » Confractors
' |nterstate Roads Areas Materials * Employees
* Bndges » Fueling Stations " Roadway  endars
» Oyerpasses » Headguarters Naonitoring " \fsitors
» Barriers Buildings » Signal & Caonfrol
» Roads Upon Dams » Maintenance Systems
* Tunnels StationslY ards " ariahle
» Matenal Testing Messaging
Labs System
» Ports of Entry » Vehicles
v District’Regional ' Communications
Complexes Systems
» Rest Areas

Although using all four categories is recommended, any one of these categories can

be eliminated if it is not considered cntical to the department’s mission.
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Table 2 - Critical Asset Factors and Yalues

CRITICAL ASSET FACTOR | VALUE DESCRIPTION
DeterDefend Faciors
. - L . Dos= the assel lack a syzstermnm of measures for
e e ) orotection? {i.e., Phy=ical or response force)
B} Relative Wulneralzility to - = thee asset relatively vulnerable o an attack™ (Le., Dus
Aftack 1o kocatian, prominence, or other factors)
Loss and Damags Consequsices
. Iz therse a possibility of serows njury or loses of life
C) Cammity Fisk N resulting from an attack on the asset?
. Wil an attack on the asset hawve an ecological impact of
Oy Envirconmental Iimpact 1 altering the envircnment?
Will significant replacement cost (the cument cost of
El Feplacemsni Cost 3 replacing the assset with a new o of egual
effectveness) be incunsd if the assel is attacked?
] Wil an attack on the asssf cause =ignificant
F} Replacemsnt/Down Time 3 realace o finne?
Conseguences fo Pubilic Services
Does the asset serve an emergency response functicn
% . =1
=) Emﬁf:c’r R S and will thee action or activity of emergency response be
affescted?
H} Govemn ¢ Continuity 5 = t_"nE: asset necessary o mamniain  government
confinuity™?
17 Military Imporiancs = Iz the asset important o mitary functions?

Conseguences fo the General Pubiic

= thiz the only asset thal can perform its primary

. functicn? (i.e., Thers are no altemate faciliies that will

e N substifute 'adeqd:atey if this asset is damaged or
desiroyed)

) Communication Dependasncy 1 I comimunication dependent upon the asset?
Wil damage o the asset have an effect on the means

L} Ecomomic Inpact S of living, or the resources and wealth of a region or
staie?

M) Functional Imoorance o l= thers an overall value of the asset performing or

staying cperaticnal 7

My Symilbxodic Importance

Does the asset have symbolic importance™
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Table 3 - Critical Asset Scoring

CRITICAL ASSET FACTOR TOTAL
CEISTSIE¢LAECDEFGH | |J|K|L|M|N| SCORE

(x)

Asset 1
Asset 2
Asset 3
Asset 4
Asset 5
Assetn

The total score calculated In this step (x) will be used In calculating the criticality
coordinate of each asset (X) in Step 3, as follows:

Cniticality Coordinate (X) = (x/ Cpg) 100
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Table 7 — “Wulnerability Factor Default “Walues and Definitions

WL NERABN FTY FACTOR
arnd DEFALL T VAL iLieE

CHEFETAT TN

1 Largely imesigsible inm the commmunity
LEVWEL (O F = Wisible By The commmeunity
= ., RECOSHITHOR ] Wisible Staftewide
= 2 (A ol Visible MHationwide
= = Wisible Workdewicle
= 5 1 Less than 10
] E AT TEMDWNCES ] 10 fo 100 (Major Incident per FERS)
== USERS ] 100 o 1030
(E) 4 10300 o 23000
= Sreater than 3000 ( Catastrophic Incidesnt oer FERA)
1 Aoesaet with no vehicle trafiic ard o parking within S0 feet
=2 Amsat with mo unauthoriz=d vehicls: trafic and o parking wwithan SO
et
E ngﬁ:ﬁ?_v = Ausset with wehicle trafiic lbut o wehicle parking whithin S0 fest
= (C) = ASesaet with wehicle trafific but o uEuthornezed waehicle parking withuin
S et
.E_, = ASesaet with open acocess Tor vehicle traffic and parking wethin S0
= Tt
o 1 Comtrolled and protected secunty access with a responnss force
o Y availakle
_ EIIE_%":FEL = Comtrolled and protected secunty access without & responsse forcs
(D) = Controlled securty access bt ol protected
=3 Protected Cut not controlled security access
= Unprotected and uncontrolled security access
1 Mo ermvvironmnental or human receptor effects
s RECEFTOR 2 Scuts or chronic oxic effects 1o snvironmental receptons)
o3 IMPACTS 3 Scute and chronic effects fo environmental recepiorns)
= (E) = Acute or chronic effects to hunman receptons)
= S Scuts and chironic effects to environmeanial and human recepions)
= =
E 1 Mo maternals present
= VOLLUIME 2 Small quantities of a single material prescent
a {F) = Small quantifies of muliiple materials pressamt
o = Large guantitiss of a single materal present
S Large guantities of muliple materals presenit
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. Vulnerability Factor (y) =(A*B)+(C* D)+ (E*F)

According to Table 7, for any critical asset, the lowest attainable vulnerability factor
score is 3 and the highest attainable score is 75.

The vulnerability factor (y) will be used to calculate the vulnerability coordinate (Y) in
the next step, as follows:

Vulnerability Coordinate (Y) = (y/75)* 100

Table 8 - Vulnerability Factor Scoring

CRITICAL VULNERABILITY FACTOR TOTAL

ASSET [(A * B) + (C ° D) + (E * F Sﬁg}HE
15" [15]+ 15" [15]+[15]" |15

Assel 1
Asset
Asset 3
Asset 4
Asset 5
Assetn
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Figure 5 - Criticality and “ulnerability Matrix

10

Quadrant I'V Quadrant I
— Lowe criticality High criticality
ey and high and high
P wvulnerability wvulnerability
2 50
o
g Quadrant Il Cuadrant I
= Low criticality High criticality
- and low and lows

vulneralility vulnerability

0
o 50 100

Criticality (X)

Figure 5 helps pricoritize critical assets by the greatest level of conseguence based on
the critical asset factors and wulnerabilities ewaluated prewviouslhy. Cluadrant |
identifies the assets with the highest criticality and wulnerakbkility for implementing
countermeasures.

IlHustrative Example

Using the Smith Bridge as an example, the X and %Y coordinates for this critical asset
werns calculated as follows:

X = {43/43) * 100 = 100
Y = (43/75) * 100 = 57

These coordinates (100, 57) place the Smith Bridge in Quadrant |. The coordinates
and related guadrants for the other critical assets were calculated in the same
manner and are identified in Table 10.
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Risk Assessment Method

is the factor

is the factor
is the factor
is the factor

The equation reflects an approach
similar to that for assessing seismic and
other natural hazards.
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Risk Assessment Method

S — XV XI

value reflects likelihood the bridge /tunnel
(or component) will be attacked

attributes are: Attractiveness as a
target, Security level against attack, Visibility
as a target, Publicity if attacked, Prior
threats/attacks
Input to value comes from law enforcement
and security experts
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Risk Assessment Method

R=Z0Xx xI

value reflects the likely degree of damage
to the bridge/tunnel (or component) from an
attack (threat)

attributes are: expected

damage, expected downtime, expected
number of casualties

Input to value comes from engineering
analysis and expertise
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Risk Assessment Method

R=Z0xVX

value is a characteristic of the bridge /tunnel
facility that reflects the consequence of its

loss, independent of the type of hazard that
might damage it

attributes: historical value,
evacuation route, regional economy, cost/time
to replace, revenue loss, critical utilities,
exposed population, military value
Input to value comes from owners, operators,
users, regional government
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Deter attacks by the possibility of

exposure, capture, or failure due to visible
countermeasures

Detect potential attacks before they occur

and provide the appropriate response
force

Defend the asset by delaying and
distancing the attacker from the asset and
protecting the asset from the effects of

weapons
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e DESIGN - Blue Ribbon Panel,

“Recommendations for Bridge and Tunnel
Security” recommends that Research and
Development (R&D) is Needed to Support
“Design for Security”

DESIGN/REDESIGN — “National Needs
Assessment for Ensuring Transportation
Infrastructure Security” discusses the
design/redesign of the asset to minimize
the potential effects of WMD and
conventional explosives

The redesign aspect covers retrofit costs to
both bridge and tunnels in the United States l
as an example =
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Examples of Countermeasures for Bridges

Example: Maryland’s

Countermeasures

Maryland has devised a list of post
Segtember 11 countermeasurs initiathees for

each of its high prionty transporiation
faciities. These initiatves includs:

Suilt-in monitors on bridges

Motion detection devices below bridges
Increased amed security

Fegular checking of truck trafiic
Application of X-ray technology
Improved training for toll collectors and
other tunnel personne

Enforcement of HAZMAT reguirements
Increazed lighting
CCTYV cameras for surveillance

Mo-fiy zones around bndges
Suspenzion cable protection
Patrol boatz under and around bridges

Example: Texas's Potential

Countermeasures for Bridges

Texas identified the following on their list of
countermeasures for critical bridges:

* Elimnate parking areaz beneath bridge

* Restrict ingress and egress routes from
adjacent areas

Provide additional lighting
Limit'rmonitor access to plans of existing
bndges
Install motion sensors or other active sensors
Install surveillance cameras
Appnze local law enforcement officials of
critical bridges
Provide column protection

¢+ Provide pass-through in concrete median
barmiers

+ Install advance waming system
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Threat
Level to Bridges

Severe

Threat Level Based Measures

Additional Security Measures
(“*High Priority” — bridges that score a high R)

= Restrict access with guards, barriers, and vehicle searches
= All other measures listed below

* Review and update emergency response procedures

Guarded =
* Increase frequency of periodic checks of cameras, fences, etc.
+ All other measures listed below
* Monitor security systems in place (including periodic checks)
Low * Disseminate threat information to personnel

= Regularly refine and exercise emergency operations plan
* Conduct emergency responder training
= Continually update threat and vulnerability assessments
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ODbjective: estimate the capital and operating costs for
iImplementing the selected countermeasures

SN TIER- ESTERATED
MEASURE RELATIVE
IFLIFAC TIOWN COST (HALL)
COUINTERWEAS SIURE ChESCRIP TIOWS - = %
z| E| E E| 8| 8
-1 o
= o o5 L] -4 L
= =
Increass inspaecton efforts @meaed at identifiyimg poteniial edgplosive devices as - L " L
waall as increassd or suspicious potential criminal sciivity.
Instizute full-tmes swrveillance &t the Mmost ortical assets whers alternats routes - v H H H
are limitsd or hiawvse not besn identiied.
Elimmmate parkimg undsr the most oritical bridges. Elinninaticon of the parkimg v,.-' L L
c=in be accomplishead with concorete bhamisrs. —
Flace amers im such a way as o Sliminats esse of access wihars & wa=hicle - o L L
ookl b diven right ups 1o thes asssa. -~
Install s=curty systaems with video capahility at all DioT facilities. e w [ A L
Protect wantilation imtakes with barnisrs. e . L L L
Install and protesct wantilation emerngemcy shut of systems. ' L L L
Instal Mhydar shesting on inside of windows (o protect emiployess from fying - o " L L
glass m e cass of an explosicn.
Flace = full-tmres sscunby officer m a guard shack to conbrol acocess. . _— T nA | L
Lock all aco=ss gates and install remote controlled gates wihere necsssary. ,'.-"" .._.-"" A [N
Devediop and inmplarnent a departnents—wids secaarity policy. . L L L
Lirmit acoess o &l buildings through the: issuance of & seownty badge wath - - " M L
seacifis Socesses identified and ocontrolled throwsgh the card.
Tram all DOT paersomnsl] to b= more okservant of thair summoundings. amd - - " M L
potertialbly dangsrous packages, bBoxes, people, =t
Improwve lighting. . " L . L
Increass surssillancs at bumnels by instaling cameras linksd o the T ,'.-"" _— A [N
Add rmotion semsors. to fences. S L L L
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ODbjective: estimate the capital and operating costs for
iImplementing the selected countermeasures

COUNTER- ESTMATED
MEASURE RELATIVE
FUNCTION COST (HML)
COUNTERMEASURE DESCRIPTION | B = E
b g | S| E| 5
S|S|&| 8| E|E
T =
Increase inspection efforts amed at identfying poenial explosive devices as v L M 1
well as increased or suspicious potantial criminal acivity.
Instsute full-trre surveillance a3t the most ontical assets where alternats routes ¥ | o T H
are limited or have not besn identified.
Eliminate parking undear the most critical bridges.  Elimination of the parking o L L
can be accomplished with concrete bamiars. B
Place bamers in such a way as 1o giminata ease of access whers 5 vehicle v < | L L
could ke driven right up to the ass=t. -
Install secunty sysEms with video capalbility at all DOT facilibes. ey H K L
Protect ventilation intakes with bamriers. v ¥ | L 1 L
Install and protect ventilation emergency shut off sysiems. ¥ | L 1 L
Install Mylar sheeting on inside of windows (o protect employeess from fying e v "y L L
glass in the case of an explosion.
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INn general, emergency plans used in surface
transportation provide guidance for:

Reporting and evaluating the incident,
Using the incident command system,

Notifying emergency response
personnel/agencies,

Protecting personnel and equipment at
the incident site
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I

Dispatching emergency response
personnel and equipment to the site

Evacuating passengers

Providing briefings and information
updates

Managing the emergency
Restoring the system to normal
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CONTRACTOR'’S FINAL REPORT

A Guide to Updating Highway Emergency
Response Plans for Terrorist Inclidents

Prepared By
Parsons Brinckerhoff — PB Farradyne
3200 Tower Oaks Boulevard

May 2002

Public agencies now
perceive the need for
updating emergency

response plans in
light of

emerging terrorist
threats

using weapons of
mass

destruction (WMD)
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Differences between terrorist and non terrorist incidents:

Table 1: Similarities and Differences Between Terrorist WMD and Other

Significant Emergencies

Similarities

Differences

+« NMass casuallies

« [amage o
infrastructure

« With or without warning

« Evacuation or
displacement of cilizens

Caused by people on purpose

Will always be treated as crime scenes

May not be immediately recognizable as ferrorist
incidents

May not be single incidents

Place responders at higher risk due to WMD
characteristics and possible planned secondary
incidents

May result in widespread contamination of critical
equipment and facilities

May have delayed or long-lasiing effects

May expand geometrically in scope

May cause strong public reaction

source: FEMA Web Site, Senior Officials’ Workshop on Weapons of Mazs Destruction
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EFFECTS OF CATASTROPHIC EVENTS OM
TRANSPORTATION SYSTEM MANAGEMENT
AND OPERATIONS

CROSS CUTTING STUDY

WS Deparrment of Transporsadan
Jarm A Valps Rational
Trasportaion Systems Cemer
Cambridges, M

Jarwary 2003

P powesd o

WS Deparrment of Transporsadan
TS Jairt: Pmgram Ofos
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o "Effects of Catastrophic Events on Transportation System Management
and Operations Cross Cutting Study", U.S. Department of Transportation,
Research and Special Programs Administration, John A. Volpe National
Transportation Systems Center, January 2003

« "A Guide to Updating Highway Emergency Response Plans for Terrorist
Incidents"”, Prepared For The American Association of State Highway and
Transportation Officials’ Security Task Force As National Cooperative
Highway Research Program Project 20-07/Task 151A Prepared By
Parsons Brinckerhoff — PB Farradyne, May 2002
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"A Guide to Highway Vulnerability Assessment for Critical Asset
ldentification and Protection (Science Applications International
Corporation SAIC, Transportation Policy and Analysis Center, May
2002)) Prepared for The American Association of State Highway
and Transportation Officials’ Security Task Force As National
Cooperative Highway Research Program Project 20-07/Task
151BA

"National Needs Assessment for Ensuring Transportation
Infrastructure Security"” Requested by: American Association of
State Highway and Transportation Officials (AASHTO)
Transportation Security Task Force Prepared by: Douglas B. Ham
& Stephen Lockwood, Parsons Brinckerhoff (PB), Spring Park
Technology Center with Science Applications International
Corporation (SAIC) Transportation Policy and Analysis Center,
October 2002
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Reference Documents (continued)

FHWA, "Recommendations for Bridge and Tunnel Security", The
American Association of State Highway and Transportation
Officials (AASHTO) Transportation Security Task Force. Prepared
by: The Blue Ribbon Panel on Bridge and Tunnel Security,
September 2003

"Terrorism and the Security of Public Surface Transportation",
RAND Corporation, Brian Michael Jenkins, CT-226, April 2004,
Testimony presented to the Senate Committee on Judiciary on
April 8, 2004, www.rand.org
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