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Highway Systems - A Target For Terrorism

• Public Transportation
- Automobiles
- Trucks
- Buses
- Trains
- Subways
- Aviation
- Ships, etc.

• Infrastructures
- Highways and Roads
- Bridges
- Tunnels
- etc…
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Task Force Report Summary

• Assess the 
vulnerabilities of 
physical assets such as 
bridges, tunnels, 
roadways, and 
inspection and traffic 
operation facilities, 
among others

• Develop possible 
countermeasures to 
deter, detect, and 
delay the impact of 
threats to such assets
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Task Force Report Summary (con’t)

• Estimate the capital and 
operating costs of such 
countermeasures, and 

• Improve security 
operational planning for 
better protection against 
future acts of terrorism 
(emergency plans)
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Vulnerability Assessment Phases
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Vulnerability Assessment Overview

General Approach

• Step 1: Identify Critical Assets
• Step 2: Assess Vulnerabilities
• Step 3: Assess Consequences
• Step 4: Identify Countermeasures
• Step 5: Estimate Countermeasures 

Cost
• Step 6: Implement and review 

emergency plans
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Step 1: Identify Critical Assets
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Step 1: Identify Critical Assets
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Step 1: Critical Asset Factor Scoring
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Step 2: Assess Vulnerabilities
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Step 2: Vulnerability Factor Scoring
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Step 3: Assess Consequences
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Blue Ribbon Panel Document



23rd World Road Congress - Paris 2007

Blue Ribbon Panel Document
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Blue Ribbon Panel Document
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Blue Ribbon Panel Document
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Step 4: Identify Countermeasures

• Deter attacks by the possibility of 
exposure, capture, or failure due to visible 
countermeasures

• Detect potential attacks before they occur 
and provide the appropriate response 
force

• Defend the asset by delaying and 
distancing the attacker from the asset and 
protecting the asset from the effects of 
weapons
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Step 4: Identify Countermeasures (con’t)

• DESIGN - Blue Ribbon Panel, 
“Recommendations for Bridge and Tunnel 
Security” recommends that Research and
Development (R&D) is Needed to Support 
“Design for Security”

• DESIGN/REDESIGN – “National Needs 
Assessment for Ensuring Transportation 
Infrastructure Security” discusses the 
design/redesign of the asset to minimize 
the potential effects of WMD and 
conventional explosives

• The redesign aspect covers retrofit costs to 
both bridge and tunnels in the United States 
as an example



23rd World Road Congress - Paris 2007

Step 4: Identify Countermeasures (con’t)

•Examples of Countermeasures for Bridges
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Step 4: Identify Countermeasures (con’t)
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Step 5: Estimate Countermeasures Cost
Objective: estimate the capital and operating costs for 
implementing the selected countermeasures
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Step 5: Estimate Countermeasures Cost
Objective: estimate the capital and operating costs for 
implementing the selected countermeasures
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Step 6: Implement and review emergency 
plans

In general, emergency plans used in surface
transportation provide guidance for:
• Reporting and evaluating the incident,
• Using the incident command system, 
• Notifying emergency response 

personnel/agencies, 
• Protecting personnel and equipment at 

the incident site
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Step 6: Implement and review emergency 
plans (con’t)

• Dispatching emergency response 
personnel and equipment to the site 

• Evacuating passengers
• Providing briefings and information 

updates
• Managing the emergency
• Restoring the system to normal
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Step 6: Implement and review emergency 
plans (con’t)

Public agencies now
perceive the need for
updating emergency
response plans in 

light of
emerging terrorist 

threats
using weapons of 

mass
destruction (WMD)
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Step 6: Implement and review emergency 
plans (con’t)

Differences between terrorist and non terrorist incidents:
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Detailed case studies
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Reference Documents

• "Effects of Catastrophic Events on Transportation System Management 
and Operations Cross Cutting Study", U.S. Department of Transportation, 
Research and Special Programs Administration, John A. Volpe National 
Transportation Systems Center, January 2003

• "A Guide to Updating Highway Emergency Response Plans for Terrorist 
Incidents", Prepared For The American Association of State Highway and 
Transportation Officials’ Security Task Force As National Cooperative 
Highway Research Program Project 20-07/Task 151A  Prepared By 
Parsons Brinckerhoff – PB Farradyne, May 2002
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Reference Documents (continued)

• "A Guide to Highway Vulnerability Assessment for Critical Asset 
Identification and Protection (Science Applications International 
Corporation SAIC, Transportation Policy and Analysis Center, May
2002))  Prepared for The American Association of State Highway 
and Transportation Officials’ Security Task Force As National 
Cooperative Highway Research Program Project 20-07/Task 
151BA

• "National Needs Assessment for Ensuring Transportation 
Infrastructure Security" Requested by: American Association of 
State Highway and Transportation Officials (AASHTO) 
Transportation Security Task Force Prepared by: Douglas B. Ham 
& Stephen Lockwood, Parsons Brinckerhoff (PB), Spring Park 
Technology Center with Science Applications International 
Corporation (SAIC) Transportation Policy and Analysis Center, 
October 2002
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Reference Documents (continued)

• FHWA, "Recommendations for Bridge and Tunnel Security", The 
American Association of State Highway and Transportation 
Officials (AASHTO) Transportation Security Task Force.  Prepared
by: The Blue Ribbon Panel on Bridge and Tunnel Security, 
September 2003

• "Terrorism and the Security of Public Surface Transportation", 
RAND Corporation, Brian Michael Jenkins, CT-226, April 2004, 
Testimony presented to the Senate Committee on Judiciary on 
April 8, 2004, www.rand.org
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